Account Claiming Module

To retrieve your account which you have not logged on to Parkview systems, go to
https://pwreset.parkview.com. Click on the Activate Account button to create a password for your
inactivated account.

Please Sign in

Self Service Password Reset

‘ Employee ID |

‘ Password |

o' Forgotten Password Regain access to your account if you have forgotten your password.

™ Activate Account Activate a pre-configured account and establish a new password.

Enter the username into the username field which was given to you by your manager. Enter your first and
last name into the appropriate fields. And the last four of your social security number in the area
requesting that information. Then click Activate to begin the process of activation.

Activate Account
LTH Self Service Password Reset

To confirm your identity, please enter the following information. Your information will be used to locate
and activate your user account.

Be sure to complete the process, or your account will not be activated properly.

Username*

A1 @ |

First Name*

‘Pat ‘

Last Name*

‘Brien ‘

Last four digits of Social Security Number*
1234 ¢]



https://pwreset.parkview.com/

You will see a screen stating your account has been successfully activated. Select the Continue button.

Success

Self Service Password Reset

Your user account has been successfully activated. Be sure to complete the process, or you will not be
able to access your account.

Enter a new password twice into fields seen below. Follow the directions below to meet the password
requirements then click Change Password.

Change Password

Self Service Password Reset

Please change your password. Keep your new password secure. After you type your new password,
click the Change Password button. If you must write it down, be sure to keep it in a safe place. Your new
password must meet the following requirements:

Password is case sensitive.

Must be at least & characters long.

Must be no more than 50 characters long.

Must include at least 1 number.

Must have at least 1 symbel (non letter or number) character.
Must have at least 1 lowercase letter.

Must have at least 1 uppercase letter.

Must not include any of the following values: password test
Must not include part of your name or user name.

Must not include a common word or commonly used seguence of characters.
Mew password may not have been used previously.

% ® B B B 8 B B B ¥

Please type your new password

New Password =

[ ? |

Confirm Password

| ®

» Change Password




Duo Multifactor Authentication Enrollment

To enroll in Parkview’s Multifactor Authentication with Duo, you will be required to logon to
https://pwreset.parkview.com. Parkview’s policies state that you will need to enroll your account in Duo

Multifactor Authentication to ensure the security of our patients and employees. This is the only web
site where a user can enroll within Parkview’s Multifactor Authentication with Duo without calling
Parkview support desk.
1. Logon to https://pwreset.parkview.com
Plpascf Log l.n

v} e

2. Click Next to continue.

4 PARKVIEW
HEALTH

[

\__/

Welcome to

Duo
Security

Let's set up an account to protect your identity.



https://pwreset.parkview.com/
https://pwreset.parkview.com/

3. Click next on this screen as well acknowledging that 97% of data breaches start by stealing your
identity.

4 PARKVIEW

HEALTH

Did you know?

97% of data breaches start by
stealing your identity.

Next

4. Click next on the following screen in your browser acknowledging that you can protect Parkview
by using your phone as a second step verification of your identity.

4 PARKVIEW

HEALTH

=

What can you do?

The best way to protect your identity
is with two-step verification using your
phone or another device.




5. You will be prompted to select either to get a notification on your device or to get a text
message or phone call.

4 PARKVIEW

Select an option

You'll use this to log in with Duo. You can add
another option later.

Duo Mobile Recommended
Get a notification or code on your device

Phone number
Get atexdt message or phone call

Secured by Duo

6. With either selection you will be prompted to enter your cell phone number. If you
select Duo Mobile from the above option you will have the option to select “I have a
tablet.” Click “Add phone number” after you have entered your phone number in the
space provided.

< Back

Enter your phone number

You'll have the option to log in with Duo Mobile.

Country code Phone number

B+ H

Example: "201-553-5555"

Add phone number

| have a tablet

Secured by Duo




7. You will be prompted to verify that your number is correct. Click “Yes, it’s correct” if the
number is correct or “No, change it” if you have mistyped the phone number.

< Back

Is this correct?

201-555-1234

Yes, it's correct

No, change it

Secured by Duo

8. Click “Send me a passcode” to confirm ownership of the phone number that you added in the
step above. Or you can click “Call my phone” to receive a phone call.

<€ Back

Confirm ownership

Send me a passcode

Or call my phone

Secured by Duo




9. If you clicked send me a passcode you will receive a text message with a verification
code similar to the message below. Enter the verification code into the browser
window.

386732 now
. .. Verification code: 296694 (to add phone

10. You will now be prompted to download the Duo Mobile application on your phone.
This is highly suggested to be able to receive Duo Push messages for Parkview logon
verification when offsite. Parkview does not and will not review any data or contacts on
your phone. However Parkview does require a locked screen on your mobile device,
which can be either a lock code, or use of facial or finger print to unlock the device. Click

Next on the browser screen to continue with the installation of Duo Mobile.
| —————————————————— |

{ Back

Download Duo Mobile

Available on i0S and Android

Next

Secured by Duo




11. Open the camera on your phone and scan the Barcode from the screen. (NOTE: You must
enable your camera for use within the Duo App OR select the link on the screen to have an
activation link emailed to you instead of scanning the Barcode.)

< Back

Scan this code in Duo Mobile

In the app, select Use QR code to scan

Or email activation code

Secured by Duo

12. If you scanned the QR code in the previous step, skip to step 14. If you use the link to email the
activation code, enter your Parkview email address, and click Send Email.

< Back

Activate by email

Enter an email address that you can check on
your moble device. We'll send you a special
link that you can click to activate Duo Mobile.

Secured by Duo




13. You will receive the following email to your Parkview email account. Click the link in the email
to complete your activation.

Mesiage

[i=3 ™ Ty R | syt Regquest B personal ¥ a- (3] [ [ 1] | % Fel
;:7 Dﬁ Rephy ;phf Fme-n)ld - | |3 ToManager 2 Team Emal | Mowve E nEgn IM.:: Cnlc;:im Flk:m 'lfrulule G- zE}n
i B~ [V Done L Reply & Delete (5| " e Policy~ Unresd o Up- .
Duelete Respond Quick Steps L] Mewe Tags L] Editing Zoom -
Wied 1710V2018 4:34 PM
H Duo Security <no-reply@duosecurity.com:
Duo Mobile Activation

**WARMNING* * This email originated from outside of Parkview Health.
*D0O NOT CLICK® links gr attachments unless you recognize the sender and know the content i safe,

To activate the app, click and open this link with Due Mobiled btps://m-b63656548. duosacurity, 'anid b BSTOm oW

14. After completing it you will receive a message that your account was created. You will receive
this screen that you have successfully enrolled.

5

Enrollment Successfull

Way to gol You can now authenticate to any
Duo-protected service

.

15. To verify that you have successfully enrolled in Duo with the Duo Mobile app you will see
Parkview Health Production displaying on your mobile device within the Duo Mobile application.

Accounts (7) Add e

& PARKVIEW
HEALTH

Parkview Health Production
Parkview Health Production



Logging into pwreset.parkview.com and Change Password

Your username will be your id number (i.e. E123456 or A123456) and you can login to
https://pwreset.parkview.com. Please note:

e Password expires every 180 days

e Password must be at least 8 characters/numbers in length. Must contain 1 upper case letter, 1
Lower case letter and One Number and Character such as &, %, orS.

e Password must be different from existing or past passwords—Parkview’s system remembers the
last 8 passwords.

e Cannot contain your name, E#, or “Parkview”.

e The password to log into the computer also changes the password for Outlook, Pulse, Epic and
Portal.

Passwords should be changed thru Portal as follows:
e To change your password through Portal, open your Internet Browser i.e. Chrome or Edge. It
should open to Pulse. Click on the Reset Password icon under My Quick Links.
o The following screen will then come up:

Please Log In

e St Service Passwond Nesel

Username

Current Passwory

e Log in with your Employee ID and current password and then select Login.

Change your current password


https://pwreset.parkview.com/

FPlease type your new passward

New Password

Confirm Password

Change Password Cancel

e You will then be able to change your password by selecting Change Password. Enter your Old
(Current) password and select a new password and confirm the new password.

e Password must be at least 8 characters/numbers in length. Must contain 1 upper case letter, 1
Lower case letter and One Number and Character such as &, %, or S.

e Select Submit. Close the browser window.

e After changing your password, you should log off from your workstation and log back in with your
new password.



Duo Multifactor Authentication Enrollment via Email enrollment.

Setting Up Your Duo Authorization Enrollment for Your Mobile Device Workflow Tip Sheet
These steps will be performed one time.

1. When you are added to the Duo security group, you will receive the following email to your Parkview
email account. Click the link to enroll.

Wed LAS0LE 413 P

Duo Security <no-reply@dussecurity.com:

Duo Security Enrollment

ﬂ ‘Wi formaeded this message om LG8 4:15 PR

“WARNING® This emall onginated from outside of Panosew Healh.
“D0 ROT CLICK® links o attachments uniess you recognize the sender and know the content is sale

4 PARKVIEW
HEALTH

Hedio,

“our company is now rolling out Dwo Securily, 3 friendly and secure way 1or you b2 iog Inbo your iganization’s applicalions. Your manager has imviled you
10 521 WP your Account Sor DU SO you Can Sat ogging in.

To in, Click this link 1o enroll 3 _tailet, or other devicea:

Do Security is a wo-tacior authentication service al $irves 10 be easy bo use and secure. To leam moee aboul Duo authenBcation, visil the guide here

il guUiee. U0 COMVENTHITEN

2. Click Start setup.
rﬂ

K\,:-r:’ [a'ﬂv& #pi-bE 66543 duosecurty com port sl codes 1552 2695¢ D-a C]I aA.Nre&lcw.leu.leﬂ.le'.leu[a;' l f A Q

o8 8)dbo &) Suggeted Stes v 8] Web Shce Gallery »

«rarcview  Protect Your Parkview Health
Account

Two-£actor authenocation enhances the Security of your account by using 3
secondary device 1o verify your identty. This prevents anyone Dut you from
ACCRITNG YOUr ATCOUNE, @ven If thay know your password

Powered by Duo Secursy

This process will help you St up your account with this added layer of
SeCLIty




3. Select Mobile phone, Tablet or Landline Click Continue.

& @)dbo @) Suggested Sites > @) Web Stice Gallery v

What type of device are you adding?

HeALTH

st @ Moplle phone -« oo
Need heig? () TavletiiPad, Nexus 7, &1¢)
Pewwered by Dus Secunty Landiine

() u2F token Requres 3 compatiie browser)

=

4. Enter your phone number, with area code and no dashes and Click Continue.

Ll B mps v api- v 65454 by.com/ portallcode=TSbIDE0R0 O = i o8 || @0 o, | [ ML
w8 &) dbo &) Supgested Sites » &) Weeb Slice Gallery +

PARKVIEW Enter your phone number

WAL b5 This? CF Uinited Sraces ]
bt beip? :

POmreaLy S Stcuy |+1 TOBYTE705 v

bl [708) FI7-E705 |5 this tha COMTRCT MUMEST?




5. Select your phone type and Click Continue.

mom vy -;f.f:lr.—‘o,g'.«“;.o‘q'.\j,..n;rﬂ.‘k:'s‘r.".v';;v. o-a bll;::ﬁu [ep.] ”@;TOCJONI 6’:j 6 '.T‘ no. =)
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() Othee tacet col phicewnd
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6. Follow the instructions to install Duo App on your phone. (note: App is used for Duo Push option) Once
installed on your phone, Click | have Duo Mobile Installed. If you do not want to install App select, “/
have Duo Mobile installed” and go to step 8. An activation link will be sent to your Parkview email
account if you’re not using Duo App.

)02 v o5t svomcomycomiponsicose 15023695 9 - 8. | @ A AN | 0] GWIOR]O G OP: On| © x| | L35

93 2)dbo B)Suggested Sees v @) Web Sice Gallery v

# PARKVIEW Install Duo Mobile for Android

1. Launch the Google Play Store app
and search for "Duo Mobile™
2. Tap nstal” to mstall the app




7. Open the camera on your phone and scan the Barcode from the screen. (NOTE: You must enable your
camera for use within the Duo App OR select the link on the screen to have an activation link emailed to
you instead of scanning the Barcode.)

a@[e Mitps.// 04366548 duosecurty.com portallcode=T502605 O - B ¢ | @ a. @[O0 @wlO 010600 On |8 < | | ax

% 8)dbo B)Suggested Sees v 8] Web Slice Gallery v

# PARKVIEW Activate Duo Mobile for Android

1. Open Duo Mobtde
2. Tap the “+* putton
3. Scan this barcode

Ynat & this? Cf

Nead help?

Powered by Duo Securny

8. If you use the link, enter your Parkview email address and click Send Email.

mLe hetps.// api-b6 366548, duosecurity.com/ portallcode=T75622696C O ~ @ C ” le&lem!“w,leu_leﬁ_le ’_1 en! 8 x l l Qﬁ @

s @)dbo 2 Suggested Stes v ) Web Slice Gallery v

# PARKVIEW Activate Duo Mobile by Email
1. Enter an emall address that you can check on your Androxd device. We'll 54
WWIMLLS thes? F
Need help?

SHaron SATM@PArIew. Com { i1 3

Powered by Duo Security

2 Once you've clicked the ink, click Conbnue below.

Emall sant, pleasa cick the link in the emall




9. When you use the link, you will receive the following email to your Parkview email account. Click the
link in the email to complete your activation.

s Mabide Actrvation - Message (Flan Ted)
i~ Y B £y : 0 fsmyst Reguest i Personal :I" =" {3 [ ;- [ ] ." d #
= FE CE S e a4, = 3] m v
Dekes frads Rty F & higi= | |5 To Manager = Team Email - " - m ' Mok & Eoll Trnre B- 2
& . Delete eply ply Fonwal . e L e . Sign ar! abegorize ow | Trarslste oam
= Al B~ [V Done = Reply & Detete ||| . P | pofieyr Unread Up~ - k
Duelete Reipond Quick 5heps fa Mene Tags Editing Zoom -
Wed LAG0LE 4:34 PM
Duo Security <no-reply@duocsecurity.com>
Duo Mobile Activation
T .
**WARNING®* This email originated from outside of Parkview Health.
*DO NOT CLICKE® links or attachments unless you recognize the sender and know the content is safe,
T activate the app, click and open this link with Duwos MDbI|EI httpsfm-b6366548. duosecurity.comyandrosd/SdwbBSTOmoW kg 0|

10. You will receive a message that your account was created and see Parkview Health displaying on

AMIN
MIVIIES

barkview Health O\

= Parkview Health *

your mobile device. [



11. Back on your workstation, Click Continue from the screen you used in step 8 shown above.

m{a hittps//ap+- L6543 Juosecurity.com/portallcode=75622696 O - & C " gkl}!ellﬂw.lemle‘.leﬁ.lgkil 8 x [ ! QQ@
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# PARKVIEW Activate Duo Mobile by Email

MEALTH

1. Enter an emall address that you Can check on your Androsd cevice. We'll 54
Whiat is thes? €5

Neeg help?
il sharon garthBparkwew com Resend email

Powered by Duo Security

Z Once you've cicked the link, cick Continue below

m Continue

Email sent, please cick the link in the email

12. Select the arrow in the When I log in field. Choose an authenticate method: “Ask me to Choose and
Authentication method”, “Automatically send this device Duo Push”, or “Automatically call this device”
then Click Finish Enrollment.

* PARKVIEW My Settings & Devices
€ Androd 7089174705 piTacoes
PosucsSly ve Sacioty Defatt Dbwin:  Ancirold 7085175705

wnentieg i Autnmaticalysendthis dvicea Do Push

Enrollment Successful!

Way to gol You can now authenticate to any
Duo-protected service :

.




